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Internet Safety Awareness

A Presentation for Parents of Primary School Children

www.leics.police.uk
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There Is one aim:

As you leave you ask your self

-What do | know about my children’s internet
use now

-How will | start engaging them to understand
their future use

-How am | going to assist, protect and support
them.

www.leics.police.uk
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Why is Internet
Safety Important?

www.leics.police.uk


https://www.youtube.com/watch?v=i4GKXsAOYZE
https://www.youtube.com/watch?v=i4GKXsAOYZE
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our will
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https://www.youtube.com/watch?v=z1n9Jly3CQ8
https://www.youtube.com/watch?v=z1n9Jly3CQ8
https://www.youtube.com/watch?v=z1n9Jly3CQ8
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Online Grooming
And
Child Sexual Exploitation

www.leics.police.uk



$

W% | eicestershire

£ (Z)e poli
=G5 Police

2 S —_ -
?//;;,‘ii‘i‘ﬁ.\\\Q Protecting our communities

Leicestershire 2018 survey of 5,798 Year 6 Children: 85% play
computer games.
41% say 20% play for over
something they've 4 hours a day.
seen online upset r;o% of gamers
them (rude pictures, lay games with
violence, threats, cruelty) 5 PEG\ rat'\ﬂ_g
12% have over 10 | [3Qo peyond their
frier:ds they have fa /o >ay they have ’ age.
mily filtering.

never met offline.

39% said their
parent was
interested in
their internet

www.leics.police.Ur
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JIGSAW video

How many of your children have a social media profile?

In this school, a quick survey found that 82% of our year 5s and 6s had a
social media presence- with many children using their full name as their
username.

A number of children also acknowledged that they had their location
visible on apps like Snapchat.

A number of children also acknowledged that they had photos on their
profile which could easily give away their location or school, either by
mentioning where they were, “checking in” or by wearing school uniform
In shots.

www.leics.police.uk 7


https://vimeo.com/71807752
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Apps

There are thousands of Apps available and new ones are being designed all the
time so it is impossible to know what they all do, but in general, children use apps
and social networks to:

« Share photos and images

« Message each other (sometimes in a group)
« Chat with people via video

« Make Voice Calls

« Share content

* Meet new people and chat to strangers

« Play Games

Once you understand what the App or social network does you can identify the
risks and set boundaries to keep your child safe.

www.leics.police.uk
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Do you know your child’s favourite online
activity?

Most Popular: 2N
XBOX LIVE

Online chat (Xbox, PS4)

Tik Tok

)‘ Instagram

—/J\ _— u - ! Whatsapp

Snapchat

E=ED,

Facebook

www.leics.police.uk
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Staying Up to Date....

CEOP’s Think U Know website has a /
number of guides on different apps,
which may be of use before you sit

down with your child.

Shopping, Banking | Safeguarding | Socia Business

i etvorking

anooEaEn

- A GET THE
7)) ANSWERS

. S

) \
F% Click her
/ i W Sumcieo.on
G

FGHT CRiMe

ROUGH GUIDE
TO YOUR ONLINE
SECURITY

A

Blogging Chatrooms
— elp. N
r & R,

Instant Messaging Online Radicalisation

www.leics.police.uk

THINK 1 would like advice on. o}
;

Home GetAdvice Concernedaboutyourchild? Howtogethelp4 Whoarewe?  Supporttools 4

How to guides

It can seem difficult to keep up-to-date with the technology that children use. You can find out
much more information and support about digital technologies here.

4
View and download our Whatsapp Watch videos
guide for parents providing
View the Hz guide - guidance on

what parents &
carers need to
know about nude
selfies

Watch videos

Vlew and download our ooVoo guide for

Concerned?
® “ B« «BE0 Wk

1836
LLEE 23/05/2016

Get Safe Online also has lots of
useful information on social

«— networking and safeguarding

children online.
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Parental Controls

 Filters content

» Reduces the chance of your
child coming across offensive
or inappropriate content.

Advice can be found on:

ThinkUKnow
GetSafeOnline
Cyberstreetwise

Mrs P’s Computer Corner

www.leics.police.uk

It's worth being aware
that no parental controls
or filtering options are
100% fool
proof....which is why it's
important to also
educate your child
about using the Internet
safely.
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Privacy Settings

Search for people, places and things

r‘ Louise Flockhart = Find Frien s Home @& #%

Louise Flockhart [5) Update Status (3] Add Photos/Video
el Entertainment Pages You May LikeSee Al
What's on your mind?
Jamie's World
DR s 670,505 people like her

B welcome i o Like g
[] News Feed ﬁ : 7
See a

Sponsored %

:,ees::ges SORT: MOST RECENT + New Game on Facebook TO a Cce SS p ri Va Cy
[@) Photos The Wanted shared a link. B g::iye&/r:::zslenga . R
4 Game! Click and Play
2& Fincifriencs BRI The Wanted - Show Me Love (America) ol Settl n g S ) CI I C k th e S u btl e

www.youtube.com

@ App Centre

e ST g lock icon in the
e . upper-right corner of the
main Facebook toolbar

j Notes g : b ," celeb-packed

#]] Links . )

(& Pokes

@ Facebook for Android

[ﬂ Facebook for iPhone
On This Day

Update Status ~ [EZ] Add PhotoVideo  [=] Create Photo Album

(@ mates
[ Create Group...

Check the

o s s ! ‘ INTBER I QN privacy setting of

§§>L4kePnges - )

&Crea(ewage,., ' every pOSt
before you press

‘send’.

4 Friends ~

fr Close Friends

& manor house
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Repor‘tmg ConcernsS

Social Networks will
have options to
report
images/comments
that you are
concerned about.

9 Add Location

Download
Mark as Spam
Report This Photo

O —
Instagram Photos 1 of ag Photo Options Share Li

www.leics.police.uk
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CLICK CEOP
Internet Safety .

Safety Centre - Need immediate

Click CEOP button can by
be used to report | B

have a real emergency? If so call

a n yt h i n g yO U a re ) / g 999 or contact your local police

here:

concerned about online. | | | e~ Yk o Sotnorvias
Or you can go to the | 5

Cg’Beatbuliying

\ CEOP

Your advice, help and report centre...

CEOP Home -

In Scotland

When should | report to

H H 1 CEOP?
W It n | I k M k S — D We help children stay safe
ebs e a d C C a e (Get he|p 'f you are =S S . T 'f/ C online. Has someone acted
S- = ) L & inappropriately towards you

a C E O P Re po rt - - online, or to a child or young
ﬁ', = person you know? It may be
ﬂd‘u sexual chat, being asked to do
ycdl € something that makes you feel
uncomfortable or someone being

insistent on meeting up. You can
report it to us below.

m)  Make a CEOP report

www.leics.police.uk
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Cyber Bullying
» |t can happen 24/7
|t can spread like wildfire | wish they'd stop
 It's hard to remove and can keep re-appearing S

U r sooooo desprate, STOOPID slag!!!!

* |t can be hard to identify who is responsible

Y Nastee Grrrl likes this.

www.leics.police.uk
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Talent Show

www.leics.police.uk


https://www.youtube.com/watch?v=bdQBurXQOeQ
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Cyber Bullying — Preventing it.

» Talk to your child about cyberbullying — what are the consequences?
Explain that even if they didn’t write the message, if they see it and share
it then they are also involved in it.

« Tell them that they can always talk to a trusted adult about cyberbullying, if
they or anyone they know experiences it. Even if they feel embarrassed
about something or worried what the other person will do, a trusted adult
can help to make the situation better.

» Educate them to use safe profile settings and strong passwords to

minimise the potential of cyberbullying. Password advice can be found on
GetSafeOnline and CyberStreetWise.

www.leics.police.uk
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Cyber Bullying — Dealing with it.
If your child comes to you about cyber bullying......

*Help them to block the profiles that are making the comments.

*Report any offensive messages to the social network provider and ask for
them to be taken down.

*Tell them to not reply to any nasty messages they receive.

*Avoid the temptation to get directly involved yourself.

*Report it to school. Make them aware of the situation and who is involved if
the person(s) responsible are known.

*If they are receiving messages on their phone, consider changing their
contact number.

*Keep any messages they receive as evidence (save screen shots in a
separate folder so your child doesn’t have to look at them).

*If the problem is serious, talk to the Police.

www.leics.police.uk
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Useful Websites for Parents

Y =

Welcome to CEOP's Thinkuknow

THINK Thinkuk k/ ts/

Ul INKUKNOW.CO.UK/parents

KNOW % Come in to find the latest information on the sites you like to visit, mobiles and new technology. Find out

co.ukwvsrrprrrsss o 4 what's good, what's not and what you can do about it. If you look after young people there’s an area for
you too — with resources you can use in the classroom or at home. Most importantly, there’s also a place

which anyone can use to report if they feel uncomfortable or worried about someone they are chatting to G etsafeo n I i n e O rql

online. All the information here is brought to you by the team at the NCA's CEOP Command. We hope you like it!

Are you...

Cyberstreetwise.com/

8-10?

Ceop.police.uk/

:._ \\\ 0. \\

Teacher/
11-13? 14+? Trainarm

www.leics.police.uk


https://www.thinkuknow.co.uk/parents/

